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Distributed computing in scientific areas

rid usage

Scientific Grids have now a relatively long history of success with multi-domain,
large-scale resource sharing.
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in running production resource centers.

competitive results and long-term sustainability of the infrastructures.

Leveraging on these investments and know-how is key to ensure both J
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Distributed computing in scientific areas

New requirements to existing Grid infrastructures

While Grid interfaces are widely used esp. by large user communities, Cloud
computing offers significant advantages for many uses (among them, pay-as-
you-go models, simplified access).
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While Grid interfaces are widely used esp. by large user communities, Cloud
computing offers significant advantages for many uses (among them, pay-as-
you-go models, simplified access).

Ideally, though, one would like to adopt Cloud services so that:
@ Resources are shared between access interfaces (Grid, Cloud, or else).
Scalability is ensured.

°
@ Existing services and agreements are not required to change.
@ Resource center policies and know-how are honored.

°

New services can attract both existing and new customers.
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New requirements to existing Grid infrastructures

While Grid interfaces are widely used esp. by large user communities, Cloud
computing offers significant advantages for many uses (among them, pay-as-
you-go models, simplified access).

Ideally, though, one would like to adopt Cloud services so that:
@ Resources are shared between access interfaces (Grid, Cloud, or else).
Scalability is ensured.

°
@ Existing services and agreements are not required to change.
@ Resource center policies and know-how are honored.

°

New services can attract both existing and new customers.

These are both key challenges and opportunities for existing Grid
infrastructures.
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Distributed computing in scientific areas

Examples of currently requested services

Some of the typical new service requests:

@ Customer-definable software environments. This is actually a feature that
finds several uses in "traditional" Grids as well.
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Some of the typical new service requests:

@ Customer-definable software environments. This is actually a feature that
finds several uses in "traditional" Grids as well.

@ Setting up dynamic pools of virtual servers (e.g., user interfaces, or worker
nodes for parallel interactive analysis). More generally, flexibly allocating
hardware resources through complex advance-reservation requests.

@ Instantiating pre-packaged, ready-to-go services.

@ Not everybody "speaks Grid": providing access to distributed, traditional
Grid infrastructures as if they were not Grids, also to non-traditional users,
like Public Administrations, or to the private sector.

The key problem is therefore one of integration between several access
interfaces (Grid, Cloud, or else).
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Integration of access interfaces to computing resources
Resource allocation

Traditionally, general-purpose resource centers (esp. medium or big ones)
base provisioning/policing of their compute resources on Local Resource Man-
agement Systems (LRMS) - or job schedulers.
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base provisioning/policing of their compute resources on Local Resource Man-
agement Systems (LRMS) - or job schedulers.

@ These systems have decades of experience behind them and have proven
to be robust, flexible and scalable; typically, resource centers will be quite
reluctant to give up on them. Through them, many types of sophisticated
resource sharing and allocation can be achieved.

@ Ideally, resource centers would like to arbitrate access to their resources,
regardless of the specific interface (Grid, Cloud) customers use to access
them, and allowing some degree of resource polymorphism.

Virtualization and resource allocation and scheduling are key components of
a Grid/Cloud integration solution.
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Integration of access interfaces to computing resources

A practical use case: WNoDeS

The Worker Nodes on Demands Service (WNoDeS) is a software INFN is
developing. It is built around a tight integration with a LRMS and is running in
production at the INFN Tier-1 Computing Center. lts main characteristics are:
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hardware, software, data, platform, infrastructure.

The WNoDeS focus is on Everything as a Service, where Everything may be J
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Integration of access interfaces to computing resources

Integrating Cloud services

Access to Cloud services happens in WNoDeS through the Open Grid Forum
Open Cloud Computing Interface (OCCI). WNoDeS implements a subset of
the OCCI API, using X.509 authentication and exposing a REST interface.
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Open Cloud Computing Interface (OCCI). WNoDeS implements a subset of
the OCCI API, using X.509 authentication and exposing a REST interface.
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Access to resources is then polymorphic, but what about integration
with an existing distributed infrastructure like EGEE? J
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Integration of access interfaces to computing resources

Integrating authentication mechanisms

X.509-based access, widely adopted in Grids, is by no means the only au-
thentication mechanism in use. Providing access to services for an expanded
customer base means also the need to cater for several authentication meth-
ods.
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Integrating authentication mechanisms

X.509-based access, widely adopted in Grids, is by no means the only au-
thentication mechanism in use. Providing access to services for an expanded
customer base means also the need to cater for several authentication meth-
ods.

The WNoDeS project is developing an authentication gateway to map several
authentication mechanisms (Kerberos, Shibboleth) to a dynamically-assigned,
short-lived X.509 personal certificate.

Authentication gateway advantages

@ Authentication for the WNoDeS software framework converges around a
single method (X.509).

@ X.509 is the authentication mechanism used to access the Grid. Being
able to generate a dynamic X.509 certificate opens up the possibility for
e.g. users of Cloud services to access Grid (e.g. EGEE) resources.

zZo0,

INF
C

D. Salomoni (INFN-CNAF) Clouds over Grids Cloudscape Il 11/17



Integration of access interfaces to computing resources

The WNoDeS authentication gateway
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Integration of access interfaces to computing resources

WNoDeS: overall architectural framework
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Summary

WNoDeS: status

The WNoDes framework is running at the INFN Tier-1

@ It is in production with currently ~1400 on-demand Virtual Machines,
O(10) supported Virtual Images, serving 20 different user communities;
on average, more than 20,000 jobs are executed each day through WN-
oDeS.

@ The plan is to have ~4000 Virtual Machines by April 2010 and progres-
sively integrate all Tier-1 resources.

@ Distributed selection of VM images works either statically (on a customer-
community basis), or dynamically (per-user), through standard Grid job
submission commands.

@ A pilot Cloud service is in place to allocate on-demand resources through
OCCl.
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Summary

WNoDeS: evolution

Work is ongoing in several areas

@ Integrated authentication through an online CA and relevant gateways to
eventually allow e.g. "Cloud users" access to Grid resources.

@ Distributed publication of resource availability into existing information
systems.

@ Authorization mechanisms integrating the Grid authorization frameworks.

@ Interoperability with other Cloud providers and provisioning of external
resources through Cloud interfaces.
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Grid and Cloud integration

The WNoDeS framework aims to provide integration of Grid and Cloud

services

@ Without breaking current Grid services, established agreements, proce-
dures, or workflows.
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Grid and Cloud integration

The WNoDeS framework aims to provide integration of Grid and Cloud

services

@ Without breaking current Grid services, established agreements, proce-
dures, or workflows.

Re-using key, proven components, procedures and know-how.
Optimizing resource usage through sharing and dynamic polymorphism.

Allowing the definition of new services alongside existing ones.

Potentially attracting new customers and funding and exploiting invest-
ments.

@ Allowing customers to use existing distributed resources with simplified
access.
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You are welcome to contact me: Davide.Salomoni@cnaf.infn.it
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